64667 - Procurement and Use of Cyber Security Services

Procurement Routes

Which procurement platform(s) does the Council use for IT and cyber security procurements
(for example Contracts Finder, Proactis, YORtender, Chest, Delta eSourcing or similar)?

Home - Public Contracts Scotland

Which framework agreements does the Council typically use for cyber security services (for
example G-Cloud, DOS, CCS frameworks, Bloom or equivalent)?

The Council’'s own Cyber Assurance Framework View Notice - Public Contracts Scotland

Penetration Testing and Security Testing

Please provide:

. Current supplier name(s)

. Contract start date

. Contract expiry date

. Contract value or annual spend

. Procurement route or framework used

. Whether services include infrastructure, web application, mobile, cloud, CHECK, IT

Health Check or other penetration testing services

To date the new contract has not been used to conduct Security or Penetration Testing, our
Managed ICT Supplier, CGI provides these services direct to the Council. Charges are
within our ICT Contract costs which are currently circa £26m per annum. The charges are
not structured in a way that we can report spending for these line items as a standalone
value


https://www.publiccontractsscotland.gov.uk/
https://www.publiccontractsscotland.gov.uk/search/show/search_view.aspx?ID=AUG536445

Cyber Essentials and Cyber Essentials Plus

Please provide:

. Current supplier name

. Contract value or annual spend

. Contract start date

. Contract expiry date

. Procurement route or framework used

Not applicable to the Council we do not hold the above certifications.

ISO 27001

Please provide details of any external supplier used for:

. ISO 27001 consultancy

. ISO 27001 implementation support
. ISO 27001 internal audit

. ISO 27001 certification preparation

Not applicable to the Council, ISO27001 compliance for applicable in scope components is
maintained by our Managed IT Supplier CGI.



