32. DATAPROTECTION

32.1 The Service Provider shall comply with its obligations under the DPA and
the Computer Misuse Act 1990 insofar as performance of this Contract
gives rise to obligations under those Acts and shall indemnify the Council
in terms of Clause 23.1 in relation to any breach of those Acts in its
performance of this Contract.

32.2 Notwithstanding the general obligation in Clause 32.1, where it is
processing Personal Data as a data processor for the Council (as defined
by the DPA) the Service Provider shall ensure that it has in place
appropriate technical and organisational measures to ensure the security
of the personal data (and to guard against unauthorised or unlawful
processing of the personal data and against accidental loss or destruction
of, or damage to, the personal data including that obtained during the
operation of any closed circuit television), as required under the seventh
data protection principle as contained in Schedule 1 to the DPA:

32.2.1 provide the Council with such information as the Council may
reasonably require to satisfy itself that the Service Provider is
complying with its obligations under the DPA,;

(a) for the avoidance of doubt, should the Council receive a
“subject access request” under section 7 of the DPA which
requires information held by the Service Provider in order
to fully respond, the Service Provider shall provide all
information relevant to the subject access request within
20 Calendar Days of receipt of a request from the Council;

32.2.2 promptly notify the Council of any breach of the security measures
required to be put in place pursuant to Clause 32.1.2; and

32.2.3 ensure that it does nothing which places the Council in breach of
the Council’s obligations under the DPA.
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33. FREEDOM OF INFORMATION

33.1 The Service Provider acknowledges that the Council is subject to the
requirements of the Freedom of Information (Scotland) Act 2002
(“FOISA”) and the Environmental Information (Scotland) Regulations
2004 (“EISR”) in relation to any requests it may receive relating to the
Contract and the Services and shall assist and co-operate with the
Council (at the Service Provider's expense) to enable the Council to
comply with these information disclosure requirements.

33.2 The Council shall be responsible for determining at its absolute discretion
whether any information relating to this Contract and/or the Service
Provider’s provision of the Services:

(a) is exempt from disclosure in accordance with the provisions of
FOISA or EISR; or

(b) is to be disclosed in response to a Request for Information.

33.3 If the Service Provider receives any such request directly in relation to
any Services information or other Council information, it shall
immediately refer the request to the Council to deal with and not respond
to such request without the Council’s prior written consent.

33.4 The Service Provider acknowledges that the Council may be obliged
under FOISA or EISR to disclose information:

(a) without consulting the Service Provider; or

(b) following consultation with the Service Provider and having taken
its views into account,

provided always that where clause 33.4(b) applies the Council shall, in
accordance with any guidance relating to FOISA and/or EISR, take
reasonable steps, where appropriate, to give the Service Provider
advance notice, or failing that, to draw the disclosure to the Service
Provider’s attention after any such disclosure.

33.5 The Service Provider shall ensure that all information produced in the
course of this Contract or relating to this Contract is retained for
disclosure and shall permit the Council to inspect such records as
requested from time to time at no cost to the Council.

33.6 The Service Provider shall ensure that, without prejudice to the generality
of its obligations, it does all things reasonably necessary to assist the
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Council in meeting the requirements of FOISA and EISR within the
timescales set out therein.

33.6.1

The Service Provider's obligations under clause 33.6 above
include, for the avoidance of doubt, within five (5) Business Days
of a request for information under FOISA and/or EISR notified to
the Service Provider by the Council to provide to the Council
appropriate reports, copies of information pertaining to the
Services and any other assistance and information pursuant to a
request under FOISA or EISR, to enable the Council to comply
with any requests made pursuant to FOISA or EISR.

34. CONFIDENTIALITY

34.1 Subject to Clause 34.2 the Parties shall keep confidential all matters
relating to this Contract and shall use all reasonable endeavours to
prevent their employees and agents from making any disclosure to any
person of any matter relating to this Contract.

34.2 Clause 34.1 shall not apply to:

34.2.1

34.2.2

34.2.3

34.2.4
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any information which the disclosing Party can
demonstrate is already generally available and in the
public domain otherwise than as a result of a breach of this
clause;

any disclosure which is required by any Law (including, for
the avoidance of doubt, any disclosure under FOISA,
EISR, the DPA or any order of a court of competent
jurisdiction) or the rules of any stock exchange or
governmental or regulatory authority having the force of
law;

any disclosure of information which is already lawfully in
the possession of the receiving Party, prior to its disclosure
by the disclosing Party;

any disclosure by the Council of information relating to the
provision of the Services and such other information as
may be reasonably required for the purpose of conducting
a due diligence exercise to any proposed replacement
service provider, should the Council decide to re-tender
this Contract;
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