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How many people do you employ? 
 
As at April 2021 the Council has 14,864 FTE staff. 
 
How many of your employees were moved to remote working from March 2020? 
 
Not everyone working from home has this recorded on our systems. Therefore, we are unable 
to run a report to provide these figures. The only way to determine this and provide accurate 
figures would be to contact each manager individually.   
 
Unfortunately, to provide you with the information you have requested the cost to the Council of 
locating, retrieving and providing you with the information exceeds the statutory maximum of 
£600. 
 
Did COVID-19 and the move to remote working mean you had to make additional investments 
in security in order to support remote working? 
 
If yes, how much (if possible)? 
 
Yes. However, in line with advice from GovCerUK, we do not provide information relating to 
hardware, software and systems and therefore, unfortunately, it is not possible to provide you 
with the information you have requested on this occasion.  
 
By placing information about our systems into the public domain we would potentially be putting 
our IT framework at risk. This would prejudice substantially the Council’s ability to effectively 
carry out its business if its IT framework were compromised as a consequence of the disclosure 
of this information. 
 
This exemption also requires the application of the public interest test to ascertain if withholding 
the requested information outweighs the public interest in disclosing the information. By 
providing such information about our IT services into the public domain we would potentially be 
putting our IT framework at risk. The public interest would not be served by the Council being 
subjected to the potential of Cyber attacks that could breach our security and damage our IT 
infrastructure. 
 
If answered YES to question above, where did the budget for additional investments in security 
in order to support remote working come from? Did it come from any of the below? 
 
From the wider IT budget 
 
From reducing investment in other services 
 
From council savings 
 
From selling council assets – e.g. property. 
 
The budget for additional investments came from the wider IT budget. 
 
Does your organisation plan to continue using remote working more post-COVID-19 than it did 
pre-COVID-19? Yes or no. 
 
This is currently being reviewed as part of working groups looking at return to work, so at this 
time we are unable to give you an answer, as it is had not yet been decided upon. 



 
For each of the following, can you indicate whether you a) have invested more in the item below 
after March 2020, and b) plan to invest further in the future: 
 
Secure VPN access for remote workers 
 
Yes, with future investment under constant review. 
 
Encryption for remote workers (e.g. software encryption, thumb drives) 
 
Yes, with future investment under constant review. 
 
Identity and access management 
 
Yes, with future investment under constant review. 
 
Security Information and Event Management (SIEM) tools (e.g. Splunk) 
 
No, with future investment under constant review. 
 
Endpoint security 
 
Yes, with future investment under constant review. 
 
Increased security training for remote workers 
 
Yes. 
 
Security posture assessment to understand any impacts from the move to remote working and 
identify any gaps in security 
 
The Council and its Security posture is regularly independently assessed, this continues to be 
the case whether this is in a remote working environment or office-based environment. 
 
Have any of your employees been prevented from working remotely because it wasn’t possible 
to guarantee secure access to data? Yes or no. 
 
We do not hold figures as to whether any employees have been prevented from working home 
remotely because it wasn’t possible to secure access to data, as we do not specifically track or 
record this. 
 
Have you had reported to you and/or identified any cyber-attacks made against remote 
employees (e.g., phishing, man-in-the-middle attacks, brute force attacks against VPNs)? 
 
How many of these were identified / reported from March 2020 onwards? 
 
How many were identified / reported in the 12 months before March 2020 (i.e. March 2019 – 
February 2020)? 
 
Like most large organisations, numerous attempts are made every day to breach the Council’s 
IT security defences.  This can take the form of attempts to circumvent the fire-walls, attempts to 
install malware on PCs, phishing emails or malicious telephone calls to request passwords.  
The Council’s defences detect and mostly prevent or remove adverse impacts so data on the 
total number of cybersecurity incidents is not routinely recorded by our IT suppliers, for example 
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all reported phishing episodes are directly sent to the National Cyber Security Centre for 
analysis.   
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