
Privacy Impact Assessment Form 

A Privacy Impact Assessment (PIA) is an assessment tool which is used to identify, assess, 

and mitigate any actual of potential risks to privacy created by a proposed or existing 

process or project that requires the collection or use of personal data.   

Completing a PIA ensures that privacy issues are recognised at an early stage and that 

appropriate mitigation controls are put in place to ensure compliance with the Data 

Protection Act 1998.  Failing to manage privacy risks appropriately will lead to enforcement 

action from the Information Commissioner’s Office which can include fines up to £500k. 

It is Council Policy that a PIA must be completed for all projects or processes that 

require personal data to be collected or used in a new or different way. 

All completed PIAs should be registered with the Information Governance Unit who are 

responsible for providing advice and guidance on the PIA process.  Further information, 

including examples of existing PIAs, is also available on the ORB.  

 

Is a PIA required? 

You will need to complete this form if any of the following statements are true: 

• The project/process requires new personal data to be collected from individuals. 

• It is compulsory for individuals to provide personal data for the purpose of the 

project/process. 

• Personal data will be disclosed to third parties who have not previously had access to 

the information. 

• Existing personal data held by the Council will be used in a new way or for a new 

purpose (this includes using a new system/technical solution to complete an existing 

function). 

• The project/process uses technology that is privacy intrusive. 

• The use of personal data involves making decisions about individuals. 

• The project/process involves personal data that is considered sensitive or private by 

individuals. 

• The project/process will be contacting individuals by a means that could be seen as 

intrusive. 

 

If the project/process does not entail the use of personal data, or it will not be possible to 

identify an individual from the data used, it is unlikely that a PIA will be required.   

Advice and guidance can be provided by the Information Governance Unit at any 

stage of the PIA process. 
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1. What is the purpose / business requirement for the project / process 
Explain the context of the project/process: what it aims to achieve, what the benefits are (to 

the organisation, the individuals, or third parties), and, using the statements on the first 

page as guidance, why a PIA is required.  It may be helpful to link to other relevant 

documents related to the project, e.g. a project plan, if relevant. 

 

The provision of CCTV within corporate and other council buildings is to ensure the safety 

and security of all building users and to assist in the detection of crime. Access control is 

used across a range of council buildings to ensure the integrity of council assets and to 

assist in the provision of a safe working environment for all council staff. Some of these 

systems are networked and monitored and managed by council security staff. However 

there are some legacy systems which are standalone and essentially operated and 

managed onsite by other service users.   

The council security team processes personal information and data both for management 

of access control across council buildings and in respect of the management of CCTV 

systems across council estate. This is undertaken as part of the general security 



management of the council’s estate ensuring the safety and security of both property 

assets and building users. 

The processing of all data is undertaken ensuring proportionality and justification and 

every step is taken to ensure all legal and compliance measures are strictly adhered to 

relating to all generated and stored data. It is in the substantial public interest that council 

facilities and resources including information and data are stored securely given the 

reputational impact that any unauthorised access or disclosure would have.  

The siting and use of Access Control and CCTV cameras is considered and developed 

only where a clear risk or vulnerability has been identified. The specification of any Access 

Control and CCTV installation requires to be assessed to establish if it required to; 

➢ Monitor 

➢ Identify 

➢ Deter 

Once rationale for any installation is identified and deemed appropriate all CCTV and 

Access Control installations will assist in;   

➢ Routine monitoring of council assets 

➢ Evidence gathering 

➢ Enhancing the guarding function of council assets 

➢ Linked to intrusion detection systems (CCTV only) 

➢ Improve Alarm response capability (CCTV only) 

All CCTV installed across the council estate is either Passive or Active. Passive is where 

the system is not necessarily monitored and where its main function is for evidence 

gathering after any event. Active surveillance occurs where security staff monitor and are 

able to manage and respond to any event or incident. This activity is undertaken within the 

council security control room.  

All CCTV installations are supported by public notices. The security under which all 

images and data is stored is closely monitored to ensure compliance. The sharing of any 

data is under strictly controlled processes. 

Personal data processed by the team is not subject to automated decision making nor is it 

transferred beyond national borders.     

 

2. Describe the information flows 
Provide a description of how personal data will be collected, used, shared, stored, retained 

and destroyed.  It may be useful to refer to a flow diagram or another way of explaining 

data flows.  Also indicate how many individuals are likely to be affected by the project / 

process. 

 

The team collects personal information on access control forms, readers and also through 

the capturing of CCTV images. The Data Protection form contains a privacy notice 

advising subjects of why and how any captured data maybe used. The same form is used 



for both CCTV images and Access Control data. Appropriate signage is sited across those 

sites that have CCTV cameras managed by the team. Owing to the deployment of CCTV 

cameras across the school estate and other premises frequented by children the team will 

on occasion collate personal data relating to children, which is subject of the same strict 

management processes. 

All requests are made via the Security Manager and all requests are recorded and logged 

and indexed, even those which prove negative. All other requests are logged with any 

footage being indexed and stored in a lockfast cabinet within an office where access is 

managed via access control. 

The footage is copied with a master copy being retained and secured by security staff for 

a period no longer than 3 years unless advised by Procurator Fiscal for court purposes. All 

other copies are deleted when advised by the requester or prior to 3 years. 

The actual reviewing and downloading is limited to supervisory and dedicated trained 

staff.       

 

3. Consultation Requirements 
Explain what practical steps you will take to ensure that privacy risks and issues are 

identified. Who should be consulted, internally and externally? Describe how the 

consultation will be carried and its findings incorporated into final delivery. Consultation can 

be used at any stage of the PIA process. If contact has not already been made, it is 

recommended that the Information Governance Unit be included in the consultation 

process at this stage. 

 

Edinburgh City Council continually review and maintain the CCTV and access control 

systems installed across their estate ensuring that all system(s) are compliant. This is 

achieved through regular and continued monitoring by trained staff and dialogue with both 

service users and incumbent contractors.  

On being notified of any potential issues this is addressed through a robust process to 

ensure that all aspects of any security measure utilised to capture and retain data and 

personal information is both justified and proportionate. When such standards cannot be 

maintained or guaranteed then the service and /or system is taken out of service until it 

can be fully addressed. 

All CCTV data is held on each respective DVR for no more than 14 days. However, owing 

to the volume and age of the existing CCTV equipment there are some sites and 

equipment which retain data in excess of that period. This is currently being addressed by 

the contractors but may take some time for full compliance across the entire CCTV 

system(s). Once footage is downloaded, normally for criminal enquiries or court 

proceedings this would be retained for no more than 3 years unless otherwise instructed 

by the Procurator Fiscal’s Office.    

 





d, 

reduced 

or 

accepted

? 

the 

individual 

justified, 

compliant 

and 

proportion

ate to the 

aims of the 

project? 

 

CCTV 

retention 

periods: 

Varying 

periods of 

retention 

across estate 

 

Working with contractor reviewing entire estate identifying 

location(s) which require amendments  

 

Reduced 

 

Yes 

 

Training: 

Untrained 

staff 

accessing / 

viewing 

CCTV 

equipment 

 

Recently disseminated guidance detailed the training 

which should be completed by all council staff accessing 

CCTV  

http://www.safercommuntiesscotland.org/training/

elearning/ 

 

Reduced 

 

Yes 

 

Security of 

CCTV 

equipment: 

Unauthorised 

and 

untrained 

staff 

accessing / 

viewing 

CCTV 

equipment 

 

The general lack of security of office space where CCTV 

equipment is located across council estate is a specific 

vulnerability, which is being addressed however the level 

of risk remains   

 

Reduced 

 

Yes 

 

New 

Parliament 

House 

capacity: 

Accommodat

ion and 

facilities to 

sustain 

 

Long term provision and management of council CCTV 

from unsuitable and limited accommodation requires to 

be addressed. Existing accommodation has limited 

capability to manage an increasing demand on capacity  

 

Reduced 

 

Yes 



service 

delivery 

CCTV working group is now actively seeking to identify 

and integrate all CCTV services across wider council 

services into a bespoke facility 

 

Storage and 

Disposal of 

downloaded 

footage and 

general 

housekeepi

ng 

 

All procedures relating to review, storage and disposal of 

all CCTV data reviewed. New secure storage facilities 

and logging / recording processes established. This has 

been bolstered through upgrade of data servers / 

cabinets onsite and with addition of HVAC will negate 

need for door being left insecure when weather warmer.  

To reinforce this FES have been tasked to apply further 

access control to prevent inadvertent access to the 

building by unauthorised staff     

 

Eliminat

ed 

 

Yes 

Access 

Control 

Records 

   

 

6. Sign off and record the PIA outcomes 
It is the responsibility of the Information Asset Owner or Project Lead, in consultation with 

the Information Governance Unit, to approve privacy risks and solutions.  Record who has 

approved each risk and what solutions should be implemented. 

Risk Approved Solution Approved by 

   

   

 

7. Integrate the PIA outcomes into the project / process 
Record who is responsible for integrating the PIA outcomes and updating any related 

project management documents; who is responsible for implementing the approved 

solutions, and the contact for any future privacy concerns that may arise 

Action to be taken Completion date Person responsible 

   

   

Contact for future privacy concerns:  

 

 

 

 



 

Security Assurance Statement (SAS) 
I acknowledge that prior to the project detailed in this PIA initiating or going live, 
I must ensure that the appropriate Security Assurance Statement is agreed by CGI and CEC ICT 
Security. 
 
Name:                                                                 Date: 
 

Once completed, the PIA should be forwarded to the Information Governance Unit for 

final approval and inclusion on the Privacy Impact Assessment register. 

 


